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Current External Users as of June 2025 - Logon Process and Multi Factor
Authentication (MFA) Requirement

All external users whose current username begins Public\ will use their agency email address as their
username to logon to CHOICES as of the June 9" migration to the Cloud.

Example of Username - my.name@myagency.org.

All external users will be required to set up and use multi-factor authentication (MFA) to logon to
CHOICES once migrated to the Cloud. Please check with your CCO or Agency regarding the option
of MFA to use.

1. Logon Process with New Security Verification — Microsoft B2B Feature

Prior to logging into the CHOICES Cloud version, all users will receive an invitation from Microsoft on
behalf of NYS Information Technology Services (ITS) & OPWDD to verify the user's email by
accepting the invitation. This is a one-time verification for all users’ CHOICES accounts.

The graphic below shows how the email will display in the user’s Inbox

Microsoft Invitations on behalf of New York...
NYS02) invited... 12:25 PM
CAUTION: This email originated from outside..

[

Below is a graphic of the Email body in reading pane. The user must click “Accept invitation” to begin
the verification process and move to the logon.

NYS OPWDD invited you to access applications within their organization
€ Reply | € ReplyAll | = Forward 7
To andrewtest11@levpost.com Wed 4/30/2025 1:47 PM

@ Microsoft Invitations on behalf of New York State Office of Information 1

’-\ If there are problems with how this message is displayed, dick here to view it in 8 web browser,

O piease only act on this email if you trust the individual and organization represented below. In rare cases, individ-
uals may receive fraudulent invitations from bad actors posing as legitimate companies. If you were not expecting
this invitation, proceed with caution.

Sender: NYS OPWDD (nysOPWDD@nys02.ny.gov)

Organization: New York State Office of Information Technology Services - NYS02

Domain: nys02.ny.gov

If you accept this invitation, you'll be sent to https://myapplications.micr
4eef-b849-5 983.

Accept invitation

This invitation email is from New York State Office of Information Technology Services - NYS02 (nys02.ny.gov)
and may include advertising content. New York State Office of Information Technology Services - NYS02 has
not provided a link to their privacy statement for you to review. Microsoft Corporation facilitated sending this
email but did not validate the sender or the message.

Microsoft respects your privacy. To leam more, please read the

Microsoft Corporation, One Microsoft Way, Redmond, WA 38052
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At this point the user experience will be one of two paths. If your agency has Microsoft 365 Single
Sign On (SSO) see Section 1.3 or if your agency does not have Microsoft 365 SSO see Section 1.1.

NYS OPWDD (State) staff go to Section 1.3 to begin the logon process. State staff are not required to
add MFA.

1.1 Non-Microsoft Agency Users

A new window will display to begin the logon process.

Enter your email

B® Microsoft

Sign in

Q@ Sign-in options

Enter your agency email password

B® Microsoft

Enter password

T
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The non-Microsoft user will see one of the following two popups requesting the user get and enter a
one-time passcode to verify their email address for the B2B security protocol.

Option A) The user will first need to request a code to be sent. Click on “Send code”

B® Microsoft

Get a code to sign in

The user will need to check their email, copy the code to enter it into the popup. Popups may vary in

look and or style.

¢ B® Microsoft

Enter your code

Or Option B) the user may get this popup stating the user was emailed a code and to enter it here.

\\ B Microsoft
.org

Enter code

We emailed a code to .org
Please enter the code to sign in.
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Next a popup will display noting the permissions being requested by NYS ITS while the user is logged
into CHOICES. Click Accept.

B® Microsoft

Permissions requested by:

New York State Office of Information Technology
Services - NYS02
nys02.onmicrosoft.com

By accepting, you allow this organization to:

tate Office of

This resource is not shared by Microsoft.

New York State Office
NYS02 has not provided

This completes the one-time verification process.

Next the external user will be requested to set up MFA. Click Next.

BT Microsoft

.org

authentication.

Use a different account

Learn more

B™ Microsoft

More information required

Your organization needs more information to keep
your account secure. Before making changes to your
security info you must complete multifactor

If the user is selecting the MFA option of SMS text continue to follow the instructions below. But if the
user is selecting the MS Authenticator app, please go to Section 2 for instructions.

CHOICES Cloud Logon Process and MFA Set Up Guide P6



1.2 SMS Text Instructions

At this popup, click “| want to set up a different method”

Keep your account secure

Microsoft Authenticator

@ Start by getting the app
On your ghone. install the Microggft Authannzator app. Downloac now

uthentcator app on youwr devica choose “Next™

Mter you mstall the Microse

At this popup check that the option, Receive a code, is selected and then enter your phone number.
This must be a smartphone that will allow text messages.

Keep your account secure

Phone

Woid fan prove 'wha yau are by retaiang a coids an your phone.

‘Whst phone number would you like (o use?

Unibad Stabes [=1) ] Entar phwaina I.lmbzr

(@) Bpogive & coda

Mossago and data rabes may apply. {Choosing Moxt means that you agree ba tha Torms of cemvico and Frvacy
arel cockigs s1atement

| want 1o sot up a ciffarent mathod
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Enter the text sent to your phone. Once the text is entered the Next button will be available. Click
Next

Keep your account secure

Phone

W just sent 3 © digit code ba +1 I:ll.nba-r'.lri cads halow

Ertor code

Resend code

Back

The user is notified that the phone is registered for the SMS text MFA option. Click Next

ik

Keep your account secure

Phone

ovnnfcau-:-'l complete: Your phane has been registered,
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Then click Done.

4

Keep your account secure

Success!

Great pab! You have successfully set up your security info, Uhoose "Done™ 1o contue signing i
Default sign<in method:
Fhone

Y —
=

This will complete the initial user account set up process and the user will be brought to the Apps
dashboard page.

Once CHOICES has been migrated to the Cloud, users will be brought to the CHOICES application.

€ 7 C % myspplkatonsmicroscitcam

*
i My Apps v O Search apps 2
Apps dashboard [ Addape: © Createcollection 7 Custcenize view
l:i
Apps setting
There 308 N0 apps 10 shar
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1.3 Microsoft 365 SSO Users

Once the user has accepted the B2B invite, the following popup will display. The permissions being
requested by NYS ITS apply when the user is logged into CHOICES.

Click Accept.

BY Microsoft

Permissions requested by:

New York State Office of Information Technology
Services - NYS02

nys02.onmicrosoft.com

By accepting, you allow this organization to:

\/ Receive your profile data

\/ Collect and log your activity

\/ Use your profile data and activity data

You should only accept if you trust New York State Office of
Information Technology Services - NYS02. New York State Office
of Information Technology Services - NYS02 has not provided
links to their terms for you to review. You can update these
permissions at httpsy//myaccount.microsoft.com/organizations.
Learn more

This resource is not shared by Microsoft.

This completes the one-time verification process.

Next the external user will see the following popup requesting more information to set up MFA.

Click Next.

B Microsoft

B¥ Microsoft
org

More information required

Your organization needs more information to keep
your account secure. Before making changes to your
security info you must complete multifactor
authentication.

Use a different account

Learn more
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2. MFA Option - MS Authenticator

At this screen the default is for the user to set up the Microsoft Authenticator app.

If the user already has the Authenticator app on their phone, skip ahead to Section 2.1, Need to
Connect My Authenticator app to CHOICES.

If the user does not yet have the MS Authenticator app downloaded to their phone, click the link
Download now.

Please follow the instructions to download either the Android or 10S version based on your phone’s
system.

Keep your account secure

Microsoft Authenticator

0 Start by getting the app
On your phane. install the Microsoft Authenticator app. Download now

Aner you install the Microsoft Authenticator app on Yaur device, choose "Next”

Lwant to zet up a different method

For users who have just downloaded the app, open the app and follow the steps until the prompt, Add
account, is displayed. The following screen shots will vary depending on your phone.

09:09

= Authenticator

Ready to add your
first account?

Any Microsoft account or other type of
account you add will appear here.

Add account

Alreacly have a backup?
Restore vour account
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Select Work or School account, then select Scan QR code

4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account
I

== Work or school account >
Other (Google, Facebook, etc.)

Add work or school account
Sign in
Scan QR code

Cancel

! 2 When you are signed in with your personal account, all

To connect the Authenticator app with your account, use the camera opened on the phone to scan
the QR code.

o'l 56 €

Scan QR code

Your account provider will display a QR code

{ (o] anually
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After scanning the QR code on the phone, click Next

Services

Keep your account secure

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

L want to set up a different method

The user will need to approve the notification sent to your app. Enter the number shown on the
screen into the Authenticator app.

New York State Office of Information Technology Services - NYS02

Keep your account secure

Microsoft Authenticator

Let's try it out

v/

Back

N

New York State Office of Information Technology Services

KEEP your account secure

Microsoft Authenticator

l Motification approved

Lwant to set up a differant mathod
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The user has now successfully setup multifactor authentication for CHOICES. Click Done.

Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

@ Microsoft Authenticator

The user will see the Apps dashboard page. This will complete the initial user account set up process. User
may close the browser.

2.1 Need to Connect My Authenticator app to CHOICES

The following instructions are for the user who already has the Authenticator app downloaded on their
phone and intends to use that as the MFA for CHOICES.

At this screen click Next.

Keep your account secure

bicrasoft Authenticator

Set up your account

If prompted, allaw ratifications. Then add an account, and select “Week ar schaol®.

=u -

Lwvant to sotup a diffpront mathod
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At this screen the user is asked to scan the QR code with their Authenticator app, not the phone
camera. Follow the instructions on your phone, then click Next.

KE‘EP your account secure

hicrosoft Authenticator

5can the QR code

Use the Microsaft Authanticator app to scan the OR code. This witl connect the Microzoft Authentizator
A0p wWilh yeur acgount

After you scan the OF code. choose "Mest®,

Cam't scan image?

Lwwant to s=t up a different method

The next step is to verifiy the Authenicator app is working correctly. Enter the number shown on your
phone in the Authenticator app.

KEE‘p your account secure

Microsoft Authenticator

Let's try it out

v

Approve the notification we're sending to your app by entering the number shown below,

12

Lwwant to set up A different methad
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The user is notifiled the connection to CHOICES has been approved. Click Next.

Keep your account secure

Microsoft Authenticator

Hatification apgroved

v

Lwant {0 ol up a differont method

User is notified the set up of adding CHOICES to your Authenticator app has been successful.

Click Done.

Keep your account secure

Success!

Great jobl You have successflly set up your security info. Choose "Dane” to

Diefault sign-in method:

@ Micresoft Authenticstar

cardirue signing in

The user will see the Apps dashboard page. This will complete the initial user account set up process. User

may close the browser.
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3. Changing Security Settings

ecurity Settings, click the app launcher icon **+ .

2 Mys MicX @ H i X +

To change S

Dynamics 365 SAN DBOX

~Published Apps (1)

Dynamics 365 — custom

pra

he full suite of

Click the Microsoft 365 link.

(O:] y o
Microsoft 365 - SA N D B OX & 7
Apps ' (O Refres
@ OneDrive I word
Bl el @ rowerpoint
Cf Onetote P snareroint
P rower Auto

Explore all your Apps

hitps:/ww.microsoftd65.com/ Tauth= 2fthomes 1 &from=ShellLogo&lusemame=modemo3@PublicOPWDD.ny.govilogin_hint=modemno3@PublicOPWDD.ny.gov
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On the top right, click the circle icon, then click View account.

Quick access

i Al

(© Recently opened &3 Shared

Welcome to Microsoft 365

¥ Favorites

No recent content

Create 2 new document or upload ane to get started.

MNew York State Office of Informatio. Sign out

() Signinwith a different account

Click Update Info in the Security info section.

& Apps-

My Account v/

1 & Overview

£ Security info

(]

Devices
£ Password
) Organizations

8 Settings & Privacy

& Mysign-ins

CB My Apps

[i:]

My Groups

%

Give feedback

© Home | M 5 x & My Account

Q8 microsoft.com

N Why can't | edit?

Sign out everywhere

Security info

5

Keep your verification methods and security
info up to date.

UPDATE INFO >

Devices

g

Disable a lost device and review your
connected deviees

MANAGE DEVICES

Password

0D

Make your password stronger, or change it if
someone else knows it.

CHANGE PASSWORD >

Organizations

-

See all the organizations that you're a part of.

MANAGE ORGANIZATIONS

0 Private browsing

Settings & Privacy

&3

Personalize your account settings and see how
your data is used.

VIEW SETTINGS AND PRIVACY

My sign-ins

See when and where you've signed in and

check if anything looks unusual

REVIEW RECENT ACTIVITY >
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Here, users can setup a new sign-in method including another phone or authenticator app by clicking “Add
sign-in method”.

3 My Sign-Ins

A overview

£ Security info

O Devices

@, Password

B Organizations

B Settings & Privacy

20 Recent activity

Security info

These are the methods you use ta sign into your account or reset your password

You're using the most advisable sign-in method where it applies.
S method when most sdvisabie s unavalbl: Micoscf Auhendcator - nodcatn Change

—+ Add sign-in method

Last updated:
(=] Password 6 months ag0 Change

G Mot Auhentcator iPhone 13 Delete

Push multi-factor authentication (MFA)

Lost device? Sign out everywhere

Clicking “Add sign-in method” allows another MFA method to be setup for this account.

Add a sign-in method

@ Microsoft Authenticator

Approve sign-in requests or use one-time codes

@ Hardware token

Receive a code to reset your password

Phone
Get a call or text o sign in with a code:

Alternate phone
Get a call or text to sign in with a code:

Office phone

Get a call or textto sign in with a code:

App password
Use this to sign in to a specific app that requires a password
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